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Notwithstanding these substantial inegualities, the NORAD
arranqemant has oroven to be a very satisfactory one, beneficial
te both partners. However, circumstances have changed from those
exﬁvtlnq in the early Cold War. i

The first prime role of NORAD was to give reliable warning

of attack on North America by Soviet nuclear-armed long-range )
meMerS; For this rpose 1t was necessarv to emplace two chains
of radars. The fi the Di t Early Warning or “DEW” Line,
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Ibland).ﬁThe second was the Mid-Canada Line, spanning Canada
along 55°N. Warning would be long enough to allow the bhombers of
the US Strategic Air Command to escape destruction by taking off
before their home airfields were attac ked. If they were ordered
to start on the long flight to the UQQR to deliver retallatorv
strikes, the US bombers could be refueled over Canada, either bv
landing at bases in Canada or, later on, by air-to-air ref uellné
by US tanker aircraft i

forward deployed in Pauad The refueling
facilities in Canada were manned by USAF Lersonnel,
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At that time there was no capability to intercept
once it was launched, and the American ICBMs were set on a
constant “hair trigger” alert so that a significant pror
could be launched before they could be destroyed. While thji
measure strengthened deterrence against a surhri. a
increased the danger of a nuclear war being caused by a false
alarm.
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Since the original NORAD agreement came into effect in 1958,
its mission has evolved in response to the increased use of
space, and has been associated with changes in the nature of the
threat to North America. An agreement negotiated in 1981
recognized this fact through an expanded cbiective, which
included “aerospace surveillance, warning, and characterization
of aerospace attack”. The name of the command also was changed
from “North American Air Defence Command” to “North American
Aerospace Defence Command”. Today, NORAD is “responsible for the
monitoring of human-made objects in space, and providing warning
and ceontrol of Canadian and United States airspace. The aerospace
warning mission includes the detection, verification, and warning
of attack against North America, whether by aircraft, missiles or
space vehicles. The aerospace control mission consists of
providing surveillance and control of the airspace of Canada and
the United States”

Ballistic Misgile Defence

In both the USSR and the USA the development of land-based
ballistic missiles was soon fellowed by Submarine-Launchec
Ballistic Missiles. These SLBMs were loaded in large Nuclear-
propelled Ballistic Missile Submarines (SSBNs), able to patrol
submerged for weeks at a time, well offshore in international
waters, but within missile range of targets far inland, With half
of their SSBNs at sea on a routine basis, the American SSBNs
became a major factor in the US deterrent.

For North America, the principal defence against this threat
consisted of detection and tracking of the Soviet SSBNs. However,
since the submarines had a right to patrol in the open ocean in
peacetime, they could not be attacked unless it was clear that
hostilities had broken out. Most of the likely areas for
launching the SLBMs were off the Atlantic and Pacific coasts of
the United States, but for the Soviet boats based in the Kola
Peninsula to reach the Western Atlantic it was necessary to
transit the Barents and Norwegian Seas, the Greenland-Tceland-
United Kingdom Gap, and a long stage through the North Atlantic
Ocean. The Royal Canadian Navy, whc had become specialists in
antisubmarine warfare for the protection of transatlantic CONnvavs
during World War II, and held a heavy responsibility for the same
role during the Cold War, played a significant part in the
monitoring of Soviet submarine activity in the Northwest
Atlantic. But this activity did not come under the control of

NORAD,
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Although manned bombers may not be likely weapons,
terrorists could use non-military aircraft for illegal entry of
people or weapons into Canada or the US. And the 9/11/01
experience 1llustrated that airborne attacks can be launched from
inside Neorth America against buildings, crowds, power stations,
dams, locks, water supplies, or crops.

The civilian system operating today for the control of
commercial air traffic depends on the compliant cooperation of
the aircraft, and has been concentrated on the surveillance of
air traffic entering North America, rather than for flights
originating within the continent. The air surveillance needed to
detect and counter the nuse of non-ceompliant aircraft, whether
their flight originates outside or inside North America, would
require modification of the system currently operated by the
military and civilian organizations. This subject is discussed in
more detail in Chapter 11,

Progress in the development of airborne and spaceborne
Sensors is making it possible to enable a large aircraft {such as
the Canadian Aurora) to be equipped to survey activities on the
ground, the ice, and the sea as well as the air, over a very
large area, and to communicate the information it gains
immediately, and over long distances. For the purpose of
detecting unauthorized activities on the approaches to the United
States, whether by sea, by air, or by establishment of bases on
the polar ice or the sparsely inhabited regions of Canada, such
survelllance would contribute to the homeland defence of the
United States as well as Canada. And at the same time it would be
important for the management and planning of many peacetime
activities on Canada’s remote lands, seas, and ice. For more on
this subject see Chapter IIT

The Preservation of Canadian Sovereignty

If Canada declined to undertake these improvements in
surveillance of activities in and over the approaches to
Canadian territory, the US could be stronglv motivated to
institute its own program in these areas,

What, then, about Canad
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sovereignty?

In the 1950's, the part of the NORAD system that was located
in Canada contributed a great deal to the defence of the Tnited
States (and Canada), and to the support of the US retaliatory
forces, but not very much to the furthering of other Canadian
interests. Now, however, facing the challenges of terrorism that
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have developed in the early years of the present century, Canada
has the opportunity to make another important contribution to the
security of North America in a way that would also to be of
inestimable value to the development of our remote regions

Canada would have to be responsible for funding the
equipping and operation of such an activity. But sovereignty
comes at a price.

Many aspects of the situation that faces the United States
and Canada in the vear 2002 were present in the 1970s and 1980s,
when the threat to North America rresented by the USSR included
operations in the seas and possibly also the ice and land as well
as the air over the Arctic. A report presented in 1986 by the
Special Joint Committee of the Senate and the House of Commons on
Canada’s International Relations recommended that there should he
a "northern dimension” to our foreign policy, which drew a
response by the government recognizing the importance “of
developing a coherent set of policies for the Arctic, including
foreign policy”.

Following this, the National Capital Branch of the Canadian
Institute of International Affairs formed a study group, which
produced in 1988 a report entitled “The North and Canada’s
International Relations”?. One of the sub >jects discussed in this
report was Canadian sovereignty in the Arctic regions. It was
concluded that there is no doubt regarding full sovereignty over
the lands in the Canadian Archipelage, but that some problems
remain as regards the waters.

The Arctic Archipelago has some features which have no
parallels anywhere else in the world Many of the waterwavys are
frozen sclid, impassible by ships for much of each vear and only
navigable in the short summer months with the aid of reliable
forecasting of ice movements. The native communities depend on
the waters for their precarious living, which could be devastated
by pollution. As a conse quence the government has a heavy
responsibility for providing adequate aids to navigation, search
and rescue facilities in case of accide nts, and ensuring that all
ships, whether Canadian or foreign, are b”“1+ and equipped for
Arctic conditions. These problems are likely multiply with
discoveries of o0il or gas deposits under the sea with the
2. The North and Canada’s International Relations. The Report of
2 Working group of the National Capital Branch of the Canadian
Institute of International Affairs. Canadian Arctic Resources
Committee. Ottawa March 1988§.



consequent need to transport their fluids, whether by tankers or
underwater pipelines.

One subject over which Canada and the United Sta have
failed to agree is the unrestricted right of transit hv ships
fand submarines) through the “Northwest Passage”. In view of the
importance of the US Navy for the defence of North America, it
would seem best to leave this legal problem unresolved.
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Technological Develcpments in Overhead Remote Sensing

Some of the hest examples 0of the remarkable developments in
the requisite technology are provided by the advances in the
equipment now available for surveillance of the air, the sea, and

the land that can be operated frcom airborne or spaceborne
@]

Perhaps the most impressive advances have been in airborne
radar. The precision and resolution of detail with which a radar
return can reveal the position and shape of whatever targets it
is observing depends on the size of the radar’s antenna (measured
in wavelengths). Fine detail demands a large antenna and/or a
short wavelength.
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N

The first Airborne Warning and Control System (AWACS),
designed Eo* surveillance of airspace and control of fighter

attempting to intercept bombers, had a huge rotating radar
antenna encased in an even bigger flattened circular radome disc,
mounted above the fuselage of a large aircraft. Today, to escape
the need for a large heavy rotating mechanism, fixed arravs® of
hundreds of tiny transmit and receive modules are electronically
scanned by a computer which adjusts the phase of the transmitted
pulse and the received signals going to and received from each
module, and combines them in a narrow focused beam that can be
projected in the desired direction. Both the transmitting and
receiving beams can be redirected in a rapid scanning sequence.
The antenna on which the modules are installed occupies a narrow
box fixed along the fuselage of the aircraft.

3. They are called “Phased Arrays”.
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Another brea gh came with Synthetic Aperture Radar,
“"SAR”, which uses all antenna to transmit and receive a
signal, and then c nes them to produce an image a2s sharp as if
the antenna had been as long as the distance travelled.

Most airborne surveillance is directed above the horizon,
against aircraft targets moving fast against the emptyv background
of the sky, below the horizon against ship targets moving slowly
against the background of the sea, or downwards against fixed
targets on the surface of the earth. However, for some airborne
surveillance roles it may be desirable to be able to detect fast
moving targets (aircraft, cruise missiles, perhaps even land
vehicles or boats) against the background of the land or sea., For
this purpose, radar can be given Moving Target Indication (MTI),
allowing it to displav the moving Targets while suppressing the
returns from the stationary background.

Because of the ability to achieve good resolution with small
phased array antennae, and because of the increasingly compact
size of highly capable digital computers, several of these
lmpressive technologies can be fitted into a single aircraft.

Another scientific field in which extraordinary progress has
been achieved is in remote sensing by electro-optical (E/0)
devices. The first aerial surveillance equipment consisted of
photographic cameras recording images in the visible spectrum,
and these have been improved and adapted for use in satellites as
well as aircraft. Sensors in unmanned aerial vehicles (or
satellites) can transmit their images over wireless links.

Probably the greates of the powers of
surveillance are due to t trum of wavelengths over
which E/O sensors can col tion, ranging in detail from
high-resolution images to measurements. Much can ke
learned about the health forests, and alsc about
human activities. Multispect images, often presented in false
colours, extend the information far bevond what can be presented
in the one band of wavelencgths visible to the human eve. Targets
that have been camouflaged against detection by the human eye
will become recognizable from the returns with wavelengths bevyond
the visible spectrum,.

Digital technology allows images from a2 varlety of different
sensors to ke combined in a single map. And it can indicate what
has changed over a series of images of the same area obtained
over a period of time.
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surveillance of the airspace above and over the approaches
to North America has two principal objectives. The first is to
manage the legitimate air traffic in such a wav as to aid
navigation, maximize safety, and expedite timely departures and
arrivals. The second is to detect illegitimate traffic ard
minimize the harm that it mav cause, whether this is in the form
of violent intentional damage or of illegal introduction of
persons or goods into the continent., During the Cold War the
emphasis on the latter objective was to detect bombers
approaching North America, warn the appropriate organizations,
and intercept the bombers. Today there is more conc 0 the
need to pre%enb the use of aircraft for purvoses su
illegitimate transportation of individuals and good
from abroad or within the continent, and the possib
hijacking the aircraft.

The Capabilities of Ground-Based Radars for Air Surveillance

As described in the preceding chapter, the system built
during the Cold War for air defence depended on ground-based
racdars in forward locations near the perimeter of the continent,
to give early warning of the approachhof bombers coming over the
Arctic. Then across Southern Canada and throuchout most of the
continental United States there was a network of radars able to
direct friendly fighters to intercept, and aid surface-to air
missile batteries to engage the bombers.

These “primary surveillance radars” (PSRs), operate by
transmitting short but very powerful pulses concentrated into a
narrow beam. When the beam happens to be pointing in the
direction of an aircraft, most of the energy of the rulses
striking the aircraft are reflected by its skin, and a tiny
return pulse can be received, amplified, processed, and displave
by the radar. The delay between the times at which a pulse was
transmitted and its reflection received indicates the range of
the aircraft from the radar. Thus, the radar can determine and
display the position of the aircraft, without requiring any
cooperation on its part,

However, these primary radars could not distinguish the
echoes of a bomber from those of any other large aircraft. To be
able to distinguish an enemy bomber from an innocent aircraft it
was necessary to provide the operators of the radar station with
the flight plans of transcceanic aircraft, which theyv could
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compare with the behaviour of the tr
radar. Also it was usually possible
with the aircrew,

being plotted by their
taklish radio contact

Military aircraft were provided with responding devices
which were part of an identification system known as “IFF”
‘(Lhﬁo&@%tion, Friend or Foe). When challenged by an interrogation
signal (which could be transmitted from the ground, a ship, or an
aircraft) the responder transmitted an autecmatic reply (on a
different frequency), in a code which was known to the friendly
forces, and changed at frequent intervals. The interrogation
signal could be aligned with the beam of a radar, and th
response displayed beside the echo on the radar’s displa:

i
0

OIS
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Eventually, a similar type of device known as a
“transponder” was installed in transoceanic civil alrcraft,
responding to interrogations with a signal which reported the
identification and also the position of the aircraft. The
interrogation did not have to be sent from a site equipped with a
“primary” radar (which could detect and track aircraft whether or
not they had transponders). A much simpler and cheaper
installation, known as a “secondary surveillance radar” (SSR),
which transmitted the interrogation signals, and received and
displayed the returned signals, could detect and track the
aircraft, but only as long as their transponders were
functioning.

A key component of the civil system is a network of SSRs
which detects and tracks the aircraft with functioning
transponders.

Thus, while technology provided an economical method for
surveillance of air traffic which complied with the regquirement
to furnish each aircraft with a transponder, aircraft which did
not have a transponder operating would not be detected or tracked
(unless they volunteered position reports by radio).

Canadian airspace and its apbroaches can be divided into
three categories:

(2) within range of primary ground-based PSRs, able to
detect and track aircraft whether or not they are
complying with the regulations ‘

(b) within range of secondary ground-based SSRs, able to
detect and track aircraft equipped with functioning

transponders



(c} not within range of either primary or secondary ground-
based radar.

Surveillance of the

A
'._!

ir for Nerth American Defence

As described in Chapter I, surveillance of the air for the
purposes of defence of North America was originally designed
gainst the threat of long-range bomber aircraft coming from the
oviet Union. When comy the system consisted of the Distant
Early Warning Line of primary radars located on the ground in
Alaska, across Canada along the 70% North parallel of latitude,
in Greenland, and down the coast of Labrador. These were
supplemented by primary radars on picket ships off the eastern
and western coasts of North America. In Canada, there was no
radar cover of any kind over the Arctic islands north of the DEW
Line. In this gap of well over a thousand kilomefrres between the
coverages of the DEW Line and the “Pinetree” network of primary
radars across Southern Canada there was only the Mid-Canada Line,
which provided warning that the line had been crossed, but not
continuous tracking.
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long-range bombers was overtaken
ing the latter half of the Cold

he end of the Cold War, most of

a was dismantled. What remains

acl
by that from ICBMs and SLEMs dur
War, and then disappeared with t
the primary radar cover of Canad
T

today is shown on Figure I. The main remaining component is the
North Warning System, which, combined with the American radars to
the east and west of Canada, 1is able to detect and track non-
compliant aircraft following great circle routes from Eurasia to

to North American security consist of smugglers, terrorists, or
other intruders seeking illegal entry into the continent, rather
than from attacks by formations of intercontinental hombers.

the United States. But, today, the most pressing airborne threats

The nature of the terrorist attacks on New York and
Washington on 11 September 2001 has, naturally, drawn attention
to the questions of the security of airports and large passenger
aircraft. And the realization of the widespread dispersion of
small cells of terrorists in countries scattered throughout the
world has focused on control of travel, especially air travel,
and of admission across international borders, especially the
US/Canadian border. This chapter considers these questions only
as regards the importance of the surveillance of alrcraft while
they are in flight.
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Aside from maritime launching,
a remote site in Canada or the USA ¢
arm, and launch a few cruise missile )
The most effective defence against crui;
assembled and launched from é clandestin
America would probably be detection o
surveillance.

conceivable that
aﬁqemble,

: the launching sites, whether on ships,
e  likely to be difficult, the best opportunity for
defe nce may be presented fter the missile has been launched and

1s flying towards its target. This would resemble defence against
alrcraf and fits the resuon51h71 tles of NORAD. Hcwever, 5ruise
missi ¢ec are considerably smaller rada targets than

intercontinental bombers, and are l1kalv to fly at lower
altitudes., Detection and tracking may have to depend on elevated
platforms such as manned or unmanned aircraft or tethﬂrcd
balloons. Destruction could be by surface-to-air
?eqign@d for defence against aircraft, or by interceptor
lghters,
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approaches to coastal reglons
entry,
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However, an added dimension to the problem is posed by
aircraft which might be acquired, whether by theft or by legal
purchase or rental, to be equipped for spraying of chemical or
biolegical agents, or loaded with explosives, fuel, or a nuclear,
biological, or chemical weapon for a suicide crash, Since it
would be very difficult to defeat such a sortie after it had
taken off, the most effective means of defence would appear to
consist of surveillance of airports, especially small isolated

ones.

Surveillance of the Air for Safe and Efficient Traffic Management

In the infancy of commercial aviation, control of
raffic began at airfields in visual contact with depar
rriving aircraft. Soon it was amplified by radio conta
s the volume of traffic increased over decades, the fi
light plans became mandatory, and included a Plﬁqe exvhanc
ir formatloh among airfields and aircraft. Later, low-powered
radars (of the primary type) were installed on busy air bases
were various types of landing aids, especially useful for
landings in conditions of poor visibility. Then, as the maximum
ranges of large passenger aircraft continued to grow, and more
and more flights overflew thousands of miles of Canada and the
United States before landing, the aircraft were obliged to equip
themselves with transponder s A network of secondary surveillance
radars was constructed which would permit continuous tracking of
alrcraft approaching North America from overseas and following

er
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the routes leading to the major cities all over the continent. 2
major portion of the transatlantic traffic destined for the

United States overflies Canadian controlled alrspace.

As this volume of civil air traffic continued to increase,
the rather conservative criteria for safe spacing between
aircraft began to cause undesirable delays in both takeoffs and
landings, as well as the necessity to deny some aircraft from
using altitudes consistent with the most economical fuel
consumption. The spacing criteria are now being reduced, thus
placing greater responsibility for safety on the control system.

The combiration of increased transpacifi
permission to route traffic over Russian te ritory created a
growing problem for Canada. This traffic is now using tracks
crossing over Canadian territory, heading from Eurasia towards
the eastern USA from northwest to southeast, combined with tracks
crossing over Canadian territory coming from FEurope towards the
western USA, from northeast to southwest. The rajor parts of
these tracks pass through the void of radar cover, both primary
or secondary, over central and northern Canada. Under these
circumstances, the position, course, and speed of these aircraft
is derived solely from their filed flight plans, augmented by
whatever reports the aircraft crews choose to supply by radio.

fic travel with the
r

The coverage in 2001 of the Canadian secondary surveillance
radars monitoring large aircraft flying at. 35,000 feet altitude,
is shown on Figure II. However, NAVCAN is adding new SSRs to
extend the cover over Central Canada. The area is planned to be
covered by 2005 is shown on Figure TII.

A new system of air traffic management is being developed,
called “Free Flight”*®, which may be introduced within the next
decade. It would require major changes in the avionics
infrastructure and administration of civil traffic control
throughout Canada and its approaches. In an era of “Free Flight”,
each aircraft would be freed of the constraints of following
fixed airways. They would be able to follow their own individual
flight paths all the way between departure and destination, by
using new technology known as “Automatic Dependent Surveillance-
Broadcast” (ADS-B). Under ADS-B the equipment aboard each
aircraft transmits a signal every second, broadcasting its

4. Not to be confused with the cuirre freer ight” practice,
in which aircraft are permitted to fly directly from their
departure points to their destination her 11py

;
=~ 14
appropriate communication and navigation systems.
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r aircraft within reception
e signals, and establish
whether there is danger

position and altitude to all th
range. The other aircraft proc:e
the track and ground speed to d e

of a collision. If this radical concept for air traffic
management, which transfers the responsibility for safety from
control centres on the ground to the individual aircraft, and is
already being tested in Australia, Western Alaska, and Europe, is
adopted, it will have a maijor impact on the economics of safe
management of civil aircraft. However, a disadvantage is that it
may make it easier for non-compliant aircraft to evade detection.

The task of managinq compliant air traffic within the
Canadian area of responsibility requires one of the most
extensive air navigation systems in the world. Although traffic
is not particularly dense, congested areas exist where routings
converge. According to NAVCAN about six million flights are
handled by the system each year. About one-third of the flights
in the domestic airspace are made by Canadian registered aircraft
not equipped with transponders. The only method of knowing their
whereabouts is for the pilots to file flight plans and
periodically report their positions and intentions.

Today, quite apart from considerations of security, whether
from derLt attack by aircraft or missiles, or from clandestine
entry into Canada of persons or contraband goods, a good case can
be made for extension of radar cover over the vast areas of the
country above which flying can take place without surveillance
today. And the safe and efficient control of internal traffic
would be strengthened by making installation of transponders
obligatory for all aircraft (perhaps with exemptions for small or
fraining planes.

Better surveillance would enhance the effectiveness and
safety needed for management of the traffic which does comply
with the regulations. What it may or may not be able to do for

defence against non-compliant aircraft will be a bonus, one which
may be of more importance to the United States than to Canada.

NORAD’ s north warning radar system, augmented periodically
or on demand by flights of USAF Airborne Warning and Control
System (AWACS) aircraft, able to detect and track air targets and
vector fighters to intercept them, may satisfy current American
requirements for surveillance. But Canadian requirements (for
sovereignty and national control as well as security) may not be
satisfied, as practically all of the Canadian Arctic north of
70°N, occupying an area larger than France, lacks continuous air
surveillance of any tvpe. And so does the large area of Canadian
responsibility north of the arctic archipelago.
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CHAPTER TIIX
SURVETTLIANCE QOF LAND AND SEA

Surveillance of the Sea for Nerth American Security
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Much of the discuss

ssi surveillance of the airspace is
also relevant to surveillance of the sea surface. Safe and
efficient control of legitimate air and sea traffic requires
surveillance over the approaches to North America. Defence
against non-compliant entrants requires that they can be detected
and identified 1f they are not observing the regulations, which
may dictate that they be intercepted before they land. Also, the
effectiveness of inspection of the passengers and cargoes,
whether of aircraft or ships, is likely to be dependent on
intelligence gathered from other sources and made available to
the inspectors.

As mentloned in chapter II, a method of using the sea for
attacks on North America could be to leoad cruise missiles on
freighters, to bhe launched some distance off the Atlantic or
Pacific cecasts. It should be fairly easy to conceal the presence
of the missiles and the launching gear from overhead surveillance
until shortly before the final preparations for launching bagins.
The main countermeasures for defence would have to bhe inspecticn
by boarding of suspect freighters at sea, or interception of the
missiles after they were launched.

Another method of terrorist attack would be to load a weapon
of mass destruction on a freighter, dock in a large North
American seaport, and detonate the weapon. But the most likely
maritime operation would be to use merchant ships to bring
individuals and dangerous materials into the continent by sea,
evading detection by offshore transfer to small fast craft, or by
penetration of the customs and immigration barriers by
concealment or forged documents. Detection of these forms of
delivery will depend on direct inspection of individuals and
cargoes, whether at sea or after arrival in port.

Surveillance of approaching shipping can be carried out by
observation by aircraft, satellites, or shore-based radar, closer
range observation by ships, and inspection by boarding parties
from ships or helicopters. Detection and capture of small
speedboats carrving illegal immigrants or drugs into the United
States from the Caribbean and Gulf of Mexico has proved
difficult. The small boats are faster than most of the coastguard
vessels, and their fibreglass hulls offer a pcor target for
radar, although the wake is often detectahla.



A large ship reflects a much larger radar echo than an
aircraft not operating a beacon or transponder. However, the
range to which a ship can be detected by the normal type of radar
is limited by the line-of-sight from the radar to 2 target at sea
level, so that coverage of a wide ocean area is much easier to
establish using elevated platforms such as aircraft or satellites
rather than ships or shore-based radars. It may be possible to
maintain nearly continuous coverage of the areas of approach to
the coasts by overhead surveillance. Unmanned aerial vehicles may
have a useful role for this purpose, since thev are able to
remain aloft for longer periods of time than manned aircraft, And
there is a special type of low frequency radar requiring a very
large fixed antenna, which is able to propagate “surface waves”
able to follow along the surface of the sea, rather than nearly
straight lines which do not follow the curvature of the earth
beyon& the horizon as seen from the radar. Two of these “High
Frequency Surface Wave” radars installed in Newfoundland have
been ahle to detect ships out the limit of the Grand Ranks.

Combined with whatever intelligance can be assembled
regarding the suspect nature of approaching shipping, it should
be possible to maximize the capabilities for interception by
small coastguard vessels, inspection by boarding parties, and
detection of contraband oy the customs and immigration cfficers
ashore.

Surveillance of the Land and Tce

Hy
)
i

North American Security

During the earlier part of the Cold War there was some
concern over the posgibliitv that Soviet forces could insert
small detachments in uninhabited regions of Northern Canada or
Alaska. A mobile strike force was ocrganized, and carried out a
number of exercises in the North. In order to maximize the
presence of Canadians in sparsely populated regions of the North,
a volunteer reserve force of Canadian Rangers was created

The Soviets did construct small temporary stations on the
Polar ice, and on large floating ice islands. The declared
purposes were for weather reporting, and for studv of the water
column and the sea bed, These stations were regularly observed by
Canadian reconnaissance aircra t, which alsc made periodic
patrols and visits to northern Canadian communities which had
suitable landing facilities. And Soviet aircraft flew
reconnalsance missions up to the borders of the airspace of
Canada and the United States
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However, continuous close surveillance of the North was
never assigned a high priority by Canada

In the present era, with the threat given the highest
iority by the USA being from “states of concern” and
terrorists, which generates a desire for an effective barrier
arou nd the periphery of North America, it is peossible that the US
will press for better surveillance over the northern perimeter of
the continent. They might be able to arrange this to their
atisfaction by satellite surveillance, not requiring cooperation
from Canada. But this will take time, and may not be encugh.
Anything Canada can do to satisfy American concerns without
undermining our claims over sovereignty in the Archipelago will
strengthen our relationship.

Y

It seems difficult to foresee a rious threat from
activities in the sparsely populated regi of the Canadian
North, unless a terrcorist group such as al Qa@da should succeed
in recruiting members in disaffected communities among the
residents.

n

(D )
)_4 }._I

Surveillance of the Sea for Canadian Domestic Purposes

Many of the steps for surveillance of airspace and of the
sea that have been discussed above for their relevance to North
American security have had similar roles for domestic purposes
that have been practiced for vears. Examples are the control of
air and sea traffic, the inspection made of arrival of passengers
and freight in Canadian airports, seaports and border crossings,
and the steps taken to prevent entry into the country without
undergoing the inspections. It follows that strengthening these
defences for the enhancement of homeland security will also
improve the effectiveness of the civil procedures for domestic
purposes, quite apart from defence against a direct attack,
whether by another state or by terrorists.

The problems of efficient detection and inspection are very
similar, whether they are for terrorists or other arriving
passengers, or for material for terrorist attack, for drugs, or
for other contraband goods. Overhead surveillance of approaching
ships may be able to detect the transfer of passengers or goods
to smaller vessels, to direct interceptions at sea, and to
indicate priorities for close inspections when ships arrive.
Better surveillance will be helpful for both North American
security and for national domestic purposes.
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Canada’s Radarsat bProgram was initiated for the specific
Purpose of reporting ice, for which it hasg proven to be very
effective. Radarsat 71 Still performs vital Services for that
burpose, as wel}l as for many othe important contributiong which
had not been foreseen until its remarkable Capabilities were
discovered Once it was in orbit, Radarsat 1 has already exceeded
its designed lifetime, and will soon °€ replaced by Radarsat 7171,
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PART IV
SUMMARY AND CONCLUSIONS

Most of the threats against Western society attributed to
al-Qaeda, extreme elements of Islamic fundamentalism, an
transnational terrorism appears to be directed against the United
States in particular, whether in her home territory or her
presence abroad.
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Canada’s huge area (the second largest in the world) and the
concentration of our comparatively small population into a narrow
strip of land adjoining the border with the USA has left us with
enormous areas of territory over which a high level of
surveillance, criminal intelligence, and policing would have bheen
very expensive to provide, and has not been necessary, But this
situation is changing, because of a number of different
developments,

Prospecting and mining is drawing more population to some
formerly sparsely inhabited areas. And it is becoming more
important tfo monitor both operating and abandoned mining and
refining sites for possible damage to the environment. There is
more flying within the Canadian North, and much more flying
across the centre and north of Canada in transit between Europe



and Asia and the United States. This creates a consegquent need
for increased Canadian responsibilities for navigation aids,
weather reporting, traffic management, and search and rescue
arrangements

There is more maritime activity in or near the Canadian
north, including prospecting for gas, o©il, and minerals, and even
tourist cruises. Questions of jurisdiction may arise for the
extraction and transportation of gas, oil, and minerals
discovered under the Arctic seabed. There are questions of
Canadian sovereignty over delineation of territorial waters
bordering the United States. There have been transgressions of
fishing regulations and illegal discharges of pollution in the
Canadian sector of the North Atlantic. All of these developments
demonstrate the need for increased surveillance of the waters
adjacent to Canada’s coasts

Coupled with this desirabilitv for increased observation
he sparsely populated areas and the coastal waters, there is
he oppbvtunity to exploit the fast developing technologies of

ead surveillance, which permit sensors in aircraft and
satellltes to collect and quickly distribute far more information
concerning vast areas of remote territory than has ever been
possible before.
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Fortunately, the type of information needed for these many
domestic Canadian purposes can also make a contribution to the
improvements for homeland defence desired by the United States.
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esumably including both

tervor“s s and smugglers, the coverage of primary radar, able to
detect and tracV non complyinq taluets, will need to be extended.
Thlq latter improvement would be an important contribution to the
Faoab111tles of NORAD and the hmmeland defence of the United
States. Failure to take such steps could prompt pressure by the
United States to carry out such activities in Canada themselves

Sovereignty carries a certain responsibility to play a
&ignlflcant part in the defence of the neighbourhood, especially
if the neighbours would be prepared to do it better themselves by
using your territory.
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The major security threat from the sea is probably its use

to provide entry into the United States or Canada for persons or
goods wishing to avoid the attentions of customs and immigration.
These could be terrorists, or smugglers of immigrants, drugs, or
other contraband. Surveillance of the oceanic approaches could
detect offloading of cargoes or personnel into small boats, but
apprehension of the intrusion would reguire interception of the
boats, or inspection at the port of arrival.

Other possible maritime threats for homeland defence are
from cruise missiles launched from cargo ships, or weapons of
mass destruction released from ships in or close to major
seaports. Overhead surveillance would be unlikely to detect such
threats, and the only defence would seem to be direct and
intrusive inspection,

Enhanced overhead surveillance of the ocean approaches to
Canada would serve many valuable domestic fU“CthDS. Among these

are enforcement of fishing laws, detection of pollution, control
of undersea prospecting and mining, and search and rescue.
Overhead surveillance of those regions in which ice can prevent
or endanger navigation would improve the safety and efficiency of
marine transportation in both northern oceans and inland waters,
\ better knowledge of what was going on in our neighbourhood
could prove important for the maintenance of our sovereignty,

+

The same type of aircraft that provide surveillance of the
ocean can do the same over land and ice. The consequent benefits
to Canadian prosperity would probably outweigh their contribution
to North American security.

Thus, the opportunity is here for Canada to give significant
support to North American defence, in a way that should satisfy
the demands of the United States for security of the continent,
and at the same time make verv substantial contributions to the
well-being and prosperity of Canadian citizens.

Such a program could be of significant value for our
relations with the United States, and in meeting public criticism
there if, as is likely, our go vernment finds it difficult to make
significant contributions of a military character to United
States action that is seen by them as important for U.S
security.

n g

It would be better for Canada to take the initiative, rather
than to wait for pressure to grow until the United States decides
to take 1t themselves.



